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Magistrate Case Number: —3
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The person charged as JOHN HOLSHEIMER now appears by

District Court for an initial appearance as a result of the following charges having been fi

District Court Dr the District of NEVADA

41

cfome this United Stafes

led in the United States

with  PURSUANT TO ARREST WARRANT CASE NO: 2:12-CR-084

in violation of Title 18 United States Code § 371- CONSPIRACY; 1028(A)(1)- TRAFFICKING

EALSE

IDENTIFICATION; 2 - AIDING AND ABETTING; 1028(A)(1) - CFT ACCESS DEVICES

The charging documents and the warrant of the arrest of the defendant which wa
United States District Court are attached hereto.
| hereby swear under penalty of perjury that the foregoing is true and correct to 8
knowledge, infolrmation and belief.

DATED: 3M15/12

e

s issued by the above

he best of my

//aéé/ Socil

ent

Reviewed and Approved:

Dated: él/ [ Q/ 17,

Al

Asfistanit United States Attorney

00/4 Mz

B —
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UNITED STATES DISTRICT COURT

for the
Distriet of Novada
United Sistes of America )
v, )
) Case No.  2:12-cr-084
JOHN HOLSHEIMER )
Defandani )
ARREST WARRANT

To:  Any suthorized law enforcement officer

YOU ARE COMMANDED 10 arrest and bring before a United States magistrate judge without unnecessary delay

{narme of person lo be arvested)  JOHMN HOLBHEIMER

who is accused of an oifense or violation based on the following document filed with the court:

® tndictment O Superseding Indiciment O information O Superseding Information
{J Probation Violation Petition {J Supervised Release Violation Fetition (O Violation Notice [

This offense is briefly described as follows:

18 1.5.C. § 371 - Consplracy;
18 U.5.C, § 1028(a)(1) - Trafficking in end Production of False Idenhﬁcatlon Dopurnenis;

18 U.5.C. § 2 - Aiding and Abatting
16 U.5.C. § 1028(a)(1) - Trafficking in and Production of and Use of Counterfelt Acsass Devices

3/13/2012 Las Vegas, Nevada

Complaint
Order of the Court

LANCE 8. WILSON
] DATE

Return

This wartant was received on (dure} , and the pergon was smrested on fdate)

af foity and state)

Date:

Arresting afficer’s signaturs

Privded name and title
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o FILED
~——ENTERED

DANIEL G, BOGDEN

United States Attorney

KIMBERLY M. FRAYN

ANDREW W. DUNCAN

Assistant Unifed States Aftorneys

333 Las Vegas Blvd. South, Suite 5000

Las Vegas, Nevada 89101

Phone: (702) 388-6336 / Fax: (702) 388-5087

MAR

CLERK Us

UNITED STATES DISTRICT €O
DISTRICT OF NEVADA
=000~

UNITED STATES OF AMERICA, CRIMINAL INDICTME

DISTRIG
OISTRICY oF Nevigh

of 15

—— gggEWED .
COUNSEL/PARTIES OF REEO??II?

13 201

URT

NT

)
PLAINTIFF, 3 :
) 2:12-CR- Qﬁ%{ B
Vs,
) " ; VIOLATIONS:;
THOMAS LAMB, ) . :
a.k.a. TLAMB2, } 18 U.8.C. § 371 - Conspiracy;,
JONATHAN VERGNETT!, ) 18 U.S.C. § 1028(a)(1) - Trafficking in and
ROGER GRODESKY, and ) Production of False {dentification
JOHN HOLSHEIMER, Documents;
18 U.8.C. § 1029(a)}({l) - Trafficking In,
Production of, and Use of

DEFENDANTS.
' 18 U.S.C. § 2 - Aiding

Counterfelt Access Degvices

and Abetfing

THE GRAND JURY CHARGES THAT:
GENERAL ALLEGATIONS
The following General Allegations are re-alleged and ing
reference herein.

The Carder.su organization .

1. At alt times relevantto this indictment, defendant TH
TLAMB2 (hereafter “Lamb”}, was a member of, employed by, and assog
organization, hereéfter referred to as “the Carder,su organization,” whos

in acts of ide'ntity theft and financial fraud, including, but not limitee

orporated in fofo by

OMAS LAMB a.k a.
iated ‘with a criminal
& members engage

1 to, acts involving
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trafficking in stolen means of identification; trafﬁﬁ:king in, production an
identification documents; identity theft; trafficking in, production and use
counterfeit access devices; and bank frau_d; and whose members ints
and foreign commerce through acts of identity theft and financial fre
associates of the Carder.su crganization operate principally in Las V
elsewhere,

2. The Carder.su organization, includjng its Jeaderg
associates, constitute an ongoing organization whose members function

for a common purpose of achleving the objectives of the organizati

of 15

d use of counterfeit
of unauthorized and
rfere with interstate
ud. Members and

egas, Nevada, and

hip, members, and
as a continuing unit

bn,  The Carder.su

organization Is engaged in, and its activities affect, interstate and forei?n commerce.

3. The purposes of the Carder.su organization include, but are not limited

to, the following:
A. fo enrich the members and associates

through the uniawful trafficking in: means of identification,

1

|

document-making implements,

counterfeit

of the organization

identification

documents, device-making equipment, and, unauthorized and

counterfeit access davices;

4.

‘ B. to create, maintain, and control a marketplace for the distribution

of stolen property, such as victims' pergonal and financial
means of identification; and

C. . to protect the organization and its members from detection,

apprehension and prose._cution by law enforcement,

Among the means and methods by which the members. and their

associates conduct and participate in the conduct of the affairs of the Carder.su organization

include, but are not limited to, the following:
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and other financial institutions by way of
misrepresentations and false promises.

G. Members of the organization and their assoc

of 15

fraud, and material

jates did use various

means.of communication designea to protec:fthe membership's

anonymity and to provide securlity for the ctiminal organization

from attack by other rival criminal organizations and from law

enforcement detection, including but not limited fo, the Lse of:

(1) Various website forums and ghat rooms, such as

Carder.info, Carder.su, Crdsu.su, Carder.biz, and

Carder.pro, which are controfi

bd by the Carder.su

organization for use as their enline gathering

places, that is, as "virtual clubhouses,” which

provide secure meeting locations for the members

and associates of the criminal organization;

(i)  Private messaging ("PM") which is a non-forum

wide message sent between individual members

on the criminal organization's| website forums:

(iii}  E-mail, some of which are encrypted and password

protected, or use service provi
the United States:

(i.v) ICQ chat, which is a free instant messaging

erslocated outside

electronic communication services provided by 1CQ,

inc., a subsidiary of AQL. ICQ useraccounts are

identified by a Universal identification Number

CUINY;
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(v)

computer to another to hide o

originating IP address;

(vi)

to a proxy, but with the additic

éncrypted funnel that cannot be moy

L (vily protected drop sites inthe Dis

elsewhere, in the event that i

" fransport, transfer, and receive phys

contraband.

COLINT ONE |
Conspliracy

Proxies, which are achieved by

of 15

bouncing from one

member's true

Virtual Private Network, ("VPNs"), which are similar

n of creating an
ritored; and

rrict of Nevada, and
here is a need fo

ical items of

1. Paragréphs 1 through 4 of the Geéneral Allegations Section are hereby

re-alleged and Incorporated by reference as if fully set forth herein.

2. Beginning on a date unknown but not later than c

n of about July 14,

2009, continuing to on or about March 31, 2010, in the state and federal district of Nevada and

elsewhere,

THCOMAS LAMB ak.a. TLAMB2;
JONATHAN VERGNETTI;
ROGER GRODESKY: and

JOHN HOLSHEIMER;

defendants herein, did conspire and agree together with one another an
and unknown, to commit the following offenses against the United Sta

a)

Trafficking In hand Production of

Decuments, in violation of Title 18, U

Sections 1028(a)(1), (B)}1)(AX)ID), an

5 .

i with others, known
lea:

False |dentification
United States Code,
d (0)(3);
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of 15

b) Trafficking In, Productien, and Use of Counterfeit Access
Devices, in viclation of Title 18 Upited States Code,
Section 1029(a)(1);
c) Possession of Fifteen or More Counterfeit and
Unauthorized Access Devices, in violation of Title 18
" United States Code, Section 1028(a)(3); and
d} Fraudulent Transactions with Access Devices Issued to
Other Persons, in violaiion of Title 18 Unitedl States
Code, Section 1028(a)(5), (b}1).
' MANNER AND MEANS
3. The manriér and means which the defendants and others used to achieve

the objectives of the conspiracy are as follows:

a. THOMAS LAMB aka. TLAMBZ (hereafter “Lamb"

LAMB,

JONATHAN VERGNETTI, (hereafter “Vergnetti), ROGER GRODESKY, {hereafter

“Grodesky"), and JOHN HOLSHEIMER, (hereafter “Holsheimer™, by an
wires, knowingly and with the intent fo defraud, did uniawfully prodube

produce, did transfer and cause other to transfer, by and through the Un

d through use ofthe

and cause others to

ted States mail, and

did possess counterfeit identification documents, which they obtainerl
conspirators, some of whom are known members of the Carder.su or

b.  Defendants LAMB, VERGNETTI, GRODESKY,

from unindicted co-

anization,

and HOLSHEIVER,

by and through use of the wires, knowingly and with the intent to dafraud, did unlawfully

transfer and cause others o transfer, and did possess stolen and otHerwise unauthorized

financial account information, which they obtained from unindicted ce-conspirators, some

of whom werg known fo be members of the Garder.su organization.
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c. Defendants LAMB, VERGNETTI, GRODESKY, gnd HOLSHEIMER
knowingly and with the interit to defraud, did manufacture and produce a.nd did cause others
to manufacture and produce, did traffic in and cause others to traffic i, and did possess
counterfeit access devices containing stolen and otﬁerwise unauthorized magnetic credit
card and bank card acgount information with the Intent to fraudulently obtain money for their
own peréonal gain and in furtherance of the criminal conspiracy,

-d. Defendants LAMB, VERGNETTI, GRODESKY, and HOLSHEIMER

,_aiding and abetting one another and others, used and caused others to use, counterfeit.

access devices containing stolen and otherwise unauthorized magnetic ¢redit card and bank

" card account information to fraudulently obtain money for their own personal gain and in

furtherance of the criminal conspiracy.
OVERT ACTS _

4. On or about July 14, 2009, defendant THOMAS LAMB aka TLAMB2
(hereafter “Lamb”) became a member of the Carder.su Organizatior|. Defendant LAMB
participates in the criminal organization, acting under the direction ofjand in concert with
other'members in carrying out unlawful and other activities iﬁ furtheranice of the oonduct of
the criminal organization’s affairs. Defendant LAMB’s criminal activities/In furtherance of the
criminal organization include, but aré not limited to, production'and trafficking in counterfeit
identification documents, trafficking in production and use of counterfeitiaccess devices, and |
possession of fifieen (15) or more counterfeit and unauthorized accessidevices. |

5, Beginningona date unknown, but not later than in or abgut September 2009,
co-defendants LAMB, JONATHAN VéRGNETTI, (hereafter "Viergnetti”), ROGER
GRC)DESKY, (hereafter “Grodesky"), JOHN HOLSHEIMER, (hereafter “Holsheimer”), and

others known and unknown, did knowingly traffic in and produce coupterfeit identification

documents, possess fifteen or more stolen and otherwise compromisedjunauthorized access
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devices, that s credit and debit card account information belonging to persons otherthan the

co-cohspirators, and traffic in, produce and use counterfeit access devices, all of which were

used for the personal béngﬁt and financial gain of co-defendants LI-‘WMB, VERGNETTI,

GRODESKY, HOLSHEIMIER and others, known and unknown,

B. From on or about September 11, 2009, continuing

until. on. or ahout

September 13, 2009, defendants LAMB and GRODESKY, together with and aiding and |

abetting one another, and others knoWn and unknown, did knowingly.
authority traffic in and produce, and did cause others tb traffic in
identification documents, which were transported in the mail in
unauthorized production, in and affecting interstate and foreign comma

a) One counterfeit New York driver’s license inthen
bearing the photograph of defendant LAMB, along wifh a counterfe
identification card also in the name of T. Spring and bearing the photo

b} One counterfeit Nevada driver's license in the na
bearing the photograph of defendant GRODESKY, along with a counterf
identification card also in the name of P. Brown and bearing the phota
GRODESKY.

7.

September 22, 2009, defendants LAMB, GRODESKY_, and HOLSHE]

From on or about September 21, 2009, continuing

and aiding and abstting one another, and others known and unknown

and without lawful

and produce false

-:he course of the

rce, to wit:

me of T, Spring and
t AT &T employee
graph of defendant

me of P, Brown and
eit AT &T employee
graph of defendant

until on or about
MER, together with
, did knowingly and

without lawful authority traffic in and produce, and did cause others to traffic in and produce

false identification documents, which-were transported in the mail in the course of the

unauthorized production, in and affecting interstate and foreign commerce, to wit: one
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" Brown, embossed with account number ending in X;4974; 7) acounte

counterfeit New 'fork driver's license in the name of P. Brown and bear
of defendant GRODESKY.

8.  On adate unknown but not later than on or about Se
defendants LANB, GRODESKY, and HOLSHEIMER, together With and
one ancther, and others known and unknown, did traffic in, and produce
devices, towit: 1) a counterfeit Visa card, in the name of T. Spring, emb
number ending in X-4238; 2) a counterfeif Wal-Mart Visa debit card,

Spring, embossed with account number ending in X-8950; 3) a counte

of 15

ng the photograbh

ptember 27‘, 2009,
aiding and abetting
counterfeit access.
pssed with.account
in the name of T.

rfeit Wal-Mart Visa

debit card embossed with account number ending in X-4238, 4} a couritérfeit NASGAR Visa

debit card, in the name of T. Spring, embossed with account number en
a countarfait NASCAR Visa debit card embossed, in the name of T. S
number ending in X-4248; 6} a counterfeit "ONLY 1" Visa debit card

ding in X-6087; 5)
pring, with account
in the name of R,
rfeit "ONLY 1" Visa

debit card, inthe name of R. Brown, embossed with account number ending in X-8147; and

8) a counterfeit NASCAR Visa debit card, in the name of defends
embossed with account number ending in X-0218.

9, On or about September 27, 2009, defendants LAMB,

nt HOLSHEIMER,

GRODESKY, and

HOLSHEWIER, together with and aiding and abetting one another, and others known and

unknown, did use and cause to be used a counterfeit Visa card, in the

name of T. Spring,

embossed with account number ending in X-4238, along with a counterfeit New York driver's

license in the name of T. Spring and bearing the photograph of defendant LAMB, at the

*South Point Casino, in Las Vegas, Nevada, to attempt to unlawfully obéain a cash advance

in the @mount of approximately one thousand dollars ($1,000) from a Global Cash ATM.

10.
and abetting defendants GRODESKY, and HOLSHEIMER, and others k

10 .

On or about September 27, 2009, defendant LAMB, {ogather with and aiding

nown and unknown,
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unlawfully and with the intent fo commit access device fraud, did posses

of 15

3 a countarfeit New

York driver's license in the name of T, Spring and bearing the photograph of defendant

LAMB, glong with a counterfeit AT &T employee identification card alst in the name of T.

Spring and bearing the phofogra ph of defendant LAMB.

11.  Onor abouf September 27, 2009, defendant GRODESK)
alding and abetting, defendants LAMB, and HOLSHEIMER, and 1
unknown, unlawfully and with the intent to cormmit access device frg
counterfeit Nevada driver's license in the name of P. Brown and bearing

defendant GRODESKY, along With a counterfeit AT &T employee ident]

f, togetherwith and
vthers known and
ud, did possess a
the photograph of

fication card also in

the name of P. Brown and bearing the photograph of defendant GRODESKY.

12.  Onorabout September 27, 2008, defendant GRODES

, fogether with and

aiding ar{d abetting, defendants LAWB, and HOLSHEIMER, and ¢thers known and

unknown, unlawfully and with the intent to commit access device frud, did possess a

counterfeit Nevada driver's license in the name of P. Brown and bearing the photograph of

defendant GRODESKY, along with a counterfeit AT &T employee identi
the name of P. Brown and bearing the photograph of defendant GROD

&
Septembe‘r 29, 2009, defendant VERGNETTI, together‘ with and aidin
defendants LAMB, GRODESKY, and HOLSHEINER, and others knows

From on or about September 22, 2009, continuing

knowingly and without lawful authority traffic in and produce, and did ca
in and produce false identification documents, which were transportet
course of the unauthorized production, inand affecting interstate and fo
wit: one 6ounferfeit Arizona driver's license in the name of T. Joh
photograph of defend‘ant VERGNETTI |

14.
2010, defendants LAMB, and HOLSHEIMER together with and aidin

From on or about January 3, 2010, continuing until on «

11

ication card alsa in
ESKY,

until on or about
g and abetting co-
H and -unkhown, did
Use others o traffic
1 in the mail in the
refgn commerce, to

nson, bearing the

or about January 5,

g and abetting co- -

[——
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defendants GRODESKY and VERGNET‘i‘I, and others known and unkn

of 15

own, did knowingly

and without lawful authority fraffic in and produce, and did cause others to traffic in and

produce false identification documents, which were transported in the +ail in the course of

the unauthorized production, in and affecting interstate and foreign corjnmerce, to wit:

One counterfelt Nevada driver's license in the

a)

bearing the photograph of defendant LAMB, along with a counterfei

name of T. Page,

t AT &T employes

identificatlon card also in the name of T. Page and hearing the photograph of defendant

b} One counterfeit Nevada driver's license in the n

bearing the photograph of defendant HOLSHEIMER, along with a

defendant HOLSHEIMER.
18.  On or about March 31, 2010, defendant VERGNETT

ams of J, Hallaway,

_counterfeit AT &T

- employee identification card also in the name of J. Hallaway and bearing the photegraph of

, together with and

aiding and a_beiﬁng co-defendants_LAMB, GRODESKY, and HOLSHEIMER, and others

known and unknown, did use and cause to be used a counterfsit Visa

card, in the name of

C. Borin, embossed with account number ending in X-3982, along with a counterfeit

California driyer's ficense in the name of C. Borin and bearing thé phot

cash advance in the amount of approximately iwo thousand dollars (32
Cash ATM, and to attempt to unlawfully obtain a cash advance
approximately one thousand five hundred doilars ($1,500) from a Glol

16.  Onorabout February 11, 2011, defendant LAMB, togs

bgraph of defendant
unlawfully obtain a
»,000) from a Glohal
in the amount of
bal Cash ATM.

zther with and aiding

and abetting other coconspirators, known and unknown, knowingly and with intent to

defraud, did possess fifteen ormore unauthorized access devices, that is approximately sixty

nine (69) stolen credit and deblt card account numbers issued to person. other than the

defendant, and which are issued, owned, managed and controlled by a financial institution,

12
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account issuer, credit card systerm member within the jurisdiction of the Uhited States, in and
affecting |nterstate and foreign commerce. ‘
All in viclation of Title 18, United States Code, Section 371.

COUNTS TWC THROUGH SEVEN
Trafficking in and Production of False Identification Documenis

1. The factual ailegations of Count One. of this Indictment are incorporated by
reference. _
© 2 On or about the dates set forth below, in the State and Federal District of

Nevada, and elsewhere, _
| THOMAS LAME &.k.a, TLAMB2;
JONATHAN VERGNETTI;
ROGER GRODESKY; and
JOHN HOLSHEIVER;
defendants herein, together with and aiding and abetting one another, and others known and
unknown, did knowingly and without lawful authority producé, and did cause others fo
produce, false identification documents, which were transported in the mail in the course of
the unauthorized production, in and affecting interstate and foreign J:ommerc:e;, and the
offense involved the production and transfer of false idenfification dociments that are and
appéar to be r;_iriver's licenses, with each false identification document set forth below
constituting a separate violation of Title 18, United States Code, Sections 1028(a)(1),

(b)Y H){AX1i), and {c)(3); and Title 18, United States Code, Section 2, as{follows:

Counts Defendant Date E%E:?u?xfent Name
TWO LAMB 0/15/2008  NY DL T. Spring
THREE - GRODESKY  9/15/2008 NV DL P. Brown
FOUR GRODESKY 6/22/2008 NYDL  P.Brown|.
FIVE VERGNETTI  9/22/2009 AZ DL T. Johnson

13




L =~ @ o\ A W N =S

10
11
12
13
14
15
16
17
18
T¢
20
21
22
23
24
25
26

Case 3:12-mj-00941-KSC Document 1 Filed 03/15/12 Page 14 of 15

Type of
Counis Defendant Date Document Name
SIX LAMB 1/06/2010 NV DL T, Page |
SEVEN HOLSHEIMER '1/-’05!201'0 NV DL J. Hallaw

Allinviolation of Title 18, United States Code, Sections 1028(a]
{¢)(3); and Title 18, United States Code, Section 2.

COUNTEIGHT
Trafficking In, Production of, and Use of Counterfeit Access

1. The factual allegations of Count One of this Indictment
reference,

2. On or about on September 27, 2008, in the State-an

. Nevada and elsewhere,

THOMAS LAMB AKA. TLAMIBZ:
ROGER GRODESKY; and
JOHN HOLSHEWER;

ay
(1), {LYINA)i), and

Devices

are incorporated by

ﬁ Federal District of

the defendants herain, aiding and abetting one another, and others unkl;Hown, knowingly and

with intent to defraud, did traffic in, prddude and use, in and affecting Interstate commerce,

1) a counterfeit Visa card embossed with account number end-ing i X

Wal-Mart Visa debit card embossed with account number ending in X-4
NASCAR Visa debit card embossed with account number ending in X-6
NASCAR Visa debit card embossed with account number ending in X-4
“ONLY 1" Visa debit card embossed with account number ending in X4
“"ONLY 1" Visé debit card embossed with account number ending

counterfeit NASCAR Visa dehit card embossed with account number

14

_one or more counterfeit access devices issued to persons other than the defendants, to wit:

38: 2) a counterfeit

Wal-Mart Visa debit card embossed with account number ending in X-8950; 3)a counterfeit

238, 4)a counterfeit
D87, 8) a counterfeit
248; 6) acounterfeit

B74; 7) a counterfeit

in X-8147; and B) a

ending in X-0218: in
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v?olation of Title 18, United States Code, Section 1029{a)(1); and Title 18, United States
Code, Section 2. |
Trafficking In, Production of(,: grlldeJs't:”:fECounterfeit Access Devices
1. The factual allegations of Count One of this Indictmentiare incorporated by |
reference. ' ‘ _
2. On or about on March 31, 2010, In the State and Federal .District of
Nevada and elsewhere,

JONATHAN VERGNETTI
‘the defendant herein aiding and abetting others known and unknown knowmgiy and with
intent to defraud, did traffic in, produce and use, in and affect[ng mterstate commerce, ong
or more counterfeit access devices issued to a person or persons otherithan the defendant,
that is, a counterfelt Visa card embossed with and contained in the card’'s magnetic stripe,
accoﬁnt number ending in X-3982; in violation of Title 18, United Sfates Code, Section
1029(a)(1); and Title 18, United States Code, Section 2.

DATED: this _/ 3 _day of March 2012.
A TRUE BILL:

/sl
FOREPERSON OF THE GRAND JURY

DANIEL G. BOGDEN
United States Aftorney

Asmst t United tates Attomey

15




